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TEASANEREFRIN'ERTRENR", ENEERNIEEHA, m
ARERTIEFENEA, "ERTIERR"VAEFTITRGAE(), FBNER
TARFAE(2)—(7)NEBDEE 5B

(MBRIEARANNIRERE, SIDTAIEEBEIER,;

RQFZRkZHEZEAN. IEMEEER, AUREEE—EHRR,;
B)FZEEIEVAENHKREETERR, TERIETEZNRI L ENISEHE;
(MDNABNEERTEAR T IATEHERD;
S)ARFLZRHNARTERETEEET W T ELERENNES;
(6)[ABRFZHHNHATZATE—E

(MEERSNEGENE, 885 T HEXEKFE-,
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ERERFIER—EFRLTIZE R

ORFRARE—EESRVEL

> W, RS, Eleh. ST
ORERFZNFIRZMNEFNITEAT

FEM LN ERS, S MHENRMNRE
ORERFHLI, FESZSIIHEXFRINR

PRGN, CIES. LR, RES
ORFRFARITALIN, W TREMLENSHER

FRAEER. BEEE. SRASBEER. XHRK....
ORERFFLEE "KTIHAFZFEN" HNE!

>ERSER, TAS5HE, KERSQAF...
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= rxsxy

2= BIr
OV ERIRIR R
O FRZ LI BB BN AYRIIR =
OB LinuxiZERFHIRIEFIER
OIEFFERRE IR T IZR/AYRE

O 5 |Fs>EFES MR FHERAI=ZEZMRH ]
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= rxsxy

SCIGTRIEHYERES

OETJOSEIERFHIHEES

Offe: SHRESCEM, KRS
O RRSET G, TIREATANE

O : IBEXTEE, H3A—H, TH—A—H, HEESR
O%uH#2: #H1TTizenBHELIRMIEITT
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TizenBoliT B ERIBIEL N
OTizen: 2R, ETFC/C++HIBaNTEIESR
OO0droid-U3: EFARMEIFFAIR
OSELINUIRER SIS KIEHH S
DSEFRRBIEE %

07 R— M ERAEE TR
OTHRIRMERGFER. #2. IS SRR SRR
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Tizen EETEF AR ERIREE

OStandard-based, cross category platform

» Provide common & multiple categories of compliances
OOpen Source Platform
> Tizen project resides within the Linux Foundation

OProvides a robust and flexible environment for HTML5 based application

—

.. ~for mobile

for camera
CsSS

s §
S HTML =
"ol = B = G
o/

E&y for printer
Provide common & — = for mobile
= 3 (=1 e _ ¢
multiple categories of « ‘ for PC
for camera compliances for printer —— "
for IVI '@ for washing

s o ‘for o | machine?

— Tizen 2.x Profiles Future Profiles
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Tizen is W3C Standard-Based

OHTMLS is being adopted rapidly, especially for mobile Web app development

OTizen has the top score in htm|5test.com

Key Features of HTM

Vde;velopmen; ﬁr bet; 2 @ Cfl m i 8 '@} J

o Bons Semantics  Offine & Storage Dewice Access Connectivity Multimedsa 30 & Graphs mance CSSsa

Plan to Use HTMLES for App Development Usage of 1 1ML5 Browsers by Mobile Devices

AppeoleratoiDC ( Jan 2012) ABI Research (July 2011)

current N =T

T ks s 1o o /

..... 2012

B Using HTMLS now
using Th Wil use HTMLS soon
» ol e e W Wil use HTMLS when I('s stable 2010
Would never use HTMLS
: : - ; )

[1] http://www.dotcominfoway.com/blog/dot-com-infoway-releases-html5-infographic T l z E N
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Industry Support
vodg:me 5 Slz"i’lecom docomo Sprint

% Gathering

= _GUiding the T'ZENN % Requirements
industry roles % |dentification and
of Tizen ASSOCIATION Facilitation of

service models

@ ( i ntel,) Panasonic NEC g'é

HUAWEI

ONEC, Panasonic, and Telefonica leaved Tizen Association.

OTelefonica: Firefox Phone
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Tizen Open Source Information
OVisit
> http://www.tizen.org
> http://developer.tizen.org/sdk

> http://source.tizen.org/

> https://developer.tizen.org/documentation
OCommunity

» Mailing lists: http://www.tizen.org/community/mailing-lists

» IRC Channel: #tizen

> Wiki: https://www.tizen. org/communlty/W|k|

» JIRA: http://bugs.tizen.org :
‘ TIZEN" -
" DEVELOPER

CONFERENCE
JUNE 2-4,2014 °

OTizen Developer Conference e
> https://www.tizen.org/conference ;

HILTON - UNION SQUARE @
SAN FRANCISCO
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Tizen v2.3 Architecture Overview

=

Public

oy
-
- Net/Telephony/Messagin Graphics/UlI OSP(Open Services
WebGL Noti NFC s 2l iy i B | Platform, C++ APIs)
Base/IO/Text/Locales App/Security/System Services

Manufacturer
Adaptation
Interface

Al
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TizenB BRI EIRES
OOdroid U3
OSamsung Exynos4412 Prime Cortex-A9 Quad Core
1.7Ghz with TMB L2 cache
02048MB(2GB) LP-DDR2 880Mega data rate
OMali-400 Quad Core 440MHz
Omicro HDMI connector
OLAN 10/100Mbps Ethernet with RJ-45 Jack ( Aut
MDIX support)
OHigh speed standard A type connector x 3 ports
‘ OHDMI monitor
Embedded System and Information Security Lab
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Tizen3E3@IR1T
O RSHIER
> vim, git, latex
» Github, overleaf, GBS repo
ORFH LEEES T
> uboot #] Linux kerneljin#k
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Exynos4412
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Reset CPU and Hardware
cpu/armv?/start.S 4
_start() Setup SP
for Early Board Setup Environment
Y (ASM->C) l
Disable IRQ &FIQ. -
Switch to supervisor mode arm/lib/crt0.S General Relocation
main
cpu/ a;gis\gcﬁtart.s - U cpu/armv7/start.S
Early Board Setup relocate_code()
- arm/lib/crt0.S
Low Level Initialization board_init_f() Copy Binary to RAM
cpu_init_crit 1 !
Fix Relocation
Invalidate and disable Calculgt[t)e Afdd;eslses E_S‘:P, Dest,
Instruction & data Cache ) for Relocation Clear BSS
¥ y
Disable MMU Setup SP for 1
Common Board Setup
1 Setup GD and JUMP to
. Final Board Setup
lowlevel_init
" arm/lib/crt0.S
board/samsung/lowlevel_init.S board_init_r()
lowlevel_init() —
h -
Jump into main loop !
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Tizen3E3GI1T

OFFRERARIER

> vim, git, latex

» Github, overleaf, GBS repo
ORFRY LRIIRES T

> uboot #] Linux kerneljin#k
O ZFRHRIBECESRIF

> Linux Kernel%mi%

> Framework &%
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.config - Linux/arm 3.10.52 Kernel Configuration

Linux/arm 3.10.52 Kernel Configuration
Arrow keys navigate the menu. <Enter> selects submenus --->.
Highlighted letters are hotkeys. Pressing <Y> includes, <N>
excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?>
for Help, </> for Search. Legend: [*] built-in [ ] excluded

8) Maximum PAGE SIZE order of alignment for DMA IOMMU buffers

ceneral setup --->
[*] Enable loadable module support --->
-*. tnable the block layer --->
system Type --->
gus support --->
Kernel Features --->
foot options --->
CPU Power Management --->
loating point emulation --->
Userspace binary formats --->
Power management options --->
[*] Networking support --->
Device Drivers --->
ile systems --->

< Exit > < Help > < Save > < Load
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~[tizen-platform/profile/mobile/model/config-odroid-u3/
model-config.xml

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<model-config version="2.2.0" model="ODROID-U3-REF">
<platform>

<l-- Model Name, Platform Name/Version, Processor Name -->
<key name="tizen.org/system/model_name" type="string">ODROID-U3</key>
<key name="tizen.org/system/platform.name" type="string">Tizen</key>
<key name="tizen.org/feature/platform.version” type="string">2.2</key>
<key name="tizen.org/system/platform.processor” type="string">exynos4412</key>

<l-- Specification of Features -->
<key name="tizen.org/feature/camera" type="bool">false</key>
<key name="tizen.org/feature/camera.back"” type="bool">false</key>
</platform>
<custom>
</custom>

</model-config>
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/\\}-L\
Tize ny&“ulzﬁ‘
’ ! J/dev/sdb2 /dev/sdb3 /dev/sdb4
'y 2.00GiB 2.00GiB 3.24 GiB
Partition File System Mount Point Label Size  Used Unused Flags
unallocated unallocated 2.00 MiB — —
/dev/sdb1 “. M Fat32 /media/gandan/BOOT BOOT 128.00 MiB  6.89 MiB 121.11 MiB boot, It
/dev/sdb2 . |l ext4 /media/gandan/platform platform 2.00GiB 903.45MiB  1.12GiB
/dev/sdb3 C. [l ext4 /media/gandan/data data 2.00GiB 132.12MiB  1.87GiB
/dev/sdba . |l ext4 /media/gandan/ums ums 3.24GiB 148.62MiB  3.10GiB

O FiEs XEEMER
O RENNEFIATECIFZEANSEDHT
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In u-boot source code, root file system type is specified:
include/configs/tizen.h

y N
@ safelabserver@safelab: ~/lectureres/ubcot-tizen =g ‘—EhJ

@ Embedded System and Information Security Lab
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Kernel source : init/main.c  kernel_init

safelabserver@safelab: ~/lectureres/linux-3.10

, ramdisk execute command) ;

e command) {

(!run init process(execute command))
return 0O;

1
if (!run init process (
'run init process
'run init process
'run init process
117N .

panic (

Embedded System and Information Security Lab
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5' systemd sysinit.target

v

basic.target

udev service smack service

entry point

Y

bootmode target
..-o-"""#
" \

o charger detect boot
= in kernel boot \

target vs .servit:tfa
» .target; service grouping

* .Service; process run

Yes

NV

No

T

( Mormal boot )

charging-mode target

charging-mode. service

------------------------------------------
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TizenSCIRR (20155-20185F)

O 5T B A REkE R X

> TRERRIINE B HE A etHE ILEC

> ANRERRYIRE FEA T
O KRV E A 7

> TizenXEAE, BREIFARIERBTTATF

> FEKFBZEATT, BnFELORRS, SnFEEFEE
O3PS R BN F IR B

> BEAAR, ER=FREBIEEFERNAESE
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l ==« I
g ';r-l_l P Pearson {

AR

Design Concepts for Engineers B J
igit - E Fe 8 ff
> WA RRBAIES e
OEFBA T {E h——
> AAIBLRERNTIE. 5L Design Concepts for Engineers
OIS AN V..

> HEEENTEH
OREIENE

> MEREEME. HVEN
OiEIHRIX

> WA, ANENE . {AIElIE AR
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ucore vs JOS

0OJOS:
> KEMIT 6.828RIERILYe, — PN FEREZAI0S, sefigstilEn. AFEEE. #HiZg. +
#r. RAEEASFERIIEENZES
> FAEE: KBXIER, KEFRSTYT BRENER, WIRERSEEKRS
Oucore:
> B THBEREFANHAZRRERR. B©5%F TUNIXxveRIUIEIRIT, IFRSS
5. pifiREGE,. EFINENREFEE. HEEE. HEABE. MERRFIEE.
R TIF S ODBUR SRS 0.
> ZRFRALUEITFX86. RISC-V. ARM. MIPSEZNEA,

m Embedded System and Information Security Lab



Il = % o T2 2 o [

ucore on X86 & mips & risc-v

OucorefURSHERIEER, HRlLASHFESTIRREN
OLAX86 9K, RIRIXIEEE thZFMAR SN
OFZE5EX86RY Bt E, BreINFERIHEHEMMER
OISR
O{RIL T2 4E:

> AETl o EEARREAEEAASFIE B OSAERH IS

> BAERGAMEIRI RN R ST E
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SR INES

001 BERARFRBMRRENER, Blucoreftrisc-v_EAIRIE
> RFEE
> HhiTETE
> ETHENEMRFEE
> RIZEESRAFIARE
> HEREBESXHRR

002 RAREHHFIE IR FR G RIER

> PUMFET
> Cachef&z{
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01 B ERGERS RGN ER

1.1 RFEBEN

Ox86: BIOSSCIY

ORISC-V: Berkeley Boot-loader, 1&#1 Y —RILASLINERS1/OINEERYRISC-VSLA,

> Supervisor Binary Interface: #&EidecalliERESCIN

RS EIFRIRIRLAR SR FEEIREA, WRIEHEE, EEX86RISHFR{E
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01 B ERGERS RGN ER

1 . 2 (| H_éﬁ%rfgi Name Description
sstatus/mstatus ZHPREEE
. ie/mi M BUREANEFIA /RS
DRISC‘V . ﬁgCSR%'ﬁ%% sie/mie QbEREE B BiReA MBI 2R A M
stvec/mtvec PCHY 1% B Hstvec

sscratch/mscrach BRER— AR
sepc/mepc REGIIMNIE LSBT\ sepc
scause/mcause FraERR

sbadaddr/mbadaddr Bt (XANCSRETHREIEPV1. 10hi & HRB I\ S172EH)

sip/mip 15 BRIl ERANE (pending) kT
sptbr Page-table base register

medeleg EHBLSE (B2) TTESEN
mideleg Rl () HITESHER
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01 BIERFTRBNREGINNER

1.2 RTETE S-MODETRYAPHTEIE

OME(FBEIXSS-MODE RFRYCSRFT—LELME

> ILRTHIPCTE A sepc, PCRIMIR AstcevehfIE, HRETINEA Rt IEERE]

> scausetRIEREREFNENAVEIRD

> sstatusHPAISIEIAYEFASPIEFEEOZ B Fi T

> FEAURRTFTERAN AN sstatusHPRISPPIE, SARIEZHREFN ik /9S-MODE
O4b R R

> BRE SRS Fesf0CSRAYERFREX

> HAtrapEE
O knx[E]

> BAZBREFENSF5ERE PHTiLRI7,

Embedded System and Information Security Lab




Il = % o T2 2 o [

01 BIERFTRBNREGINNER

1.2 hTETE R EIRAYLLER

Ox86: HAE HWEARTR

ORISC-V: oM T SN CSREFEFREMNE, BERRETRIRBIBEIERRTEEEE. Sl
It BEHE diSih, SEMEEFALSERNS N SERAS

FBREE.

7920, ERISCSCISCHEEEIZ—, hETNIEENEERRZ—
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01 BIERFTRBNREGINNER

1.3 EMAFEEE

OX86: ERANFEE
ORISC-V: M KNEFEE
> TRIgT: @

[ VPN[1] [ VPN]0] | page offset
10 10 12

o
o
o
et
b
o
[
[—
o

Figure 4.11: Sv32 virtual address.

33 22 21 12 11 0
PPN[1] | PPN|0] | page offset
12 10 12

Figure 4.12: Sv32 physical address.

31 20 19 109 8 f § 6 5 4 3 2 1 0
[ PPN[1] I PPN|[0] | Reserved for software ] D ] A | G I U ] X [ W ] R | V ]
12 10 2 1 1 1 1 1 1 1 1
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01 BIERFTRBNREGINNER

1.3 EINEFEE—IFREURFERGIIE]  (LASV327941)
O i ERIA A R m RS

Vo

o
=

Meaning

Pointer to next level of page table.
Read-only page.

Reserved for future use.
Read-write page.

Execute-only page.

Read-execute page.

Reserved for future use.
Read-write-execute page.

—t e - - OO OO
—_—— O O = - OO
—_O = O = O = O|X
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01 BIERFTRBNREGINNER
1.3 EUARGFEE—REMRFIRIILE  (LASV327941)

“V

OSptbrZ{7:s
> R{Ux86Hcr3zi7=8
> (RUEEXASIDFIPPN A—NRFR(E
31 22 91 0

ASID (WARL) PPN (WARL)
10 2
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01 BIERFTRBNREGINNER
1.3 EUARGFEE—REMRFIRIILE  (LASV327941)

“V

VPN
31 =" 22 21 “12 11 0
ORI 7 VA venpi] [ VPN offset
Page Table

satp -

Page Table

» PTE__ ™

p|  PTE

33 ¢ 1211 ¥ o
PA PPN offset
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01 B ERGERS RGN ER

1.4 HiEETE

OucorefERISC-VF& LRIRXEIREMFIHITIZE SX863ELL.
O MAREN LRNEFRTERNARIMIR GRS /2R, TI8E. IRERIRE.

TR SRS ERE RSP EHIEROSHIZERIEE?
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01 BIERFTRBNREGINNER

1.5 HIZAE HiEREE
OHEREE

> THRErIRound-Robin EEEX

> Stride SchedulinglE& %
nﬁﬁﬂi

> [ESEVH

> St

X86FNRISC-VAHA R E_ L HAYSEIMER, LFERSFESTXAIBRIMNGE.
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02 AR EHERIFIE R ER G RIER

2.1 EINFEERIFSE: PUMEEL

ORFRFFERE: PUMIRET(
» PUMIER BRTERIIRNFRR MR —F R FRIPETE.
> BidigEmstatus FEJPUM iz, PUM=0 B98F, —0iGafIRATFRIFRERT, R
PUM=1, WS MODE FAALAiAEU MODE (PTEFRU=1) THLUAENRNTE.
O77ie
> FERERFFNERNNZ2RE
> AN AIX—HHIZEIOSH? LD == E R/ ?

]
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02 IRAR GRS IE R ER B PRIERE
2.1 CachetigEz: CachefigitFness

OS{RR
> {E480386F: AmHacache
> ARM920TEE: cacheiREBRVIVTEHIIZERS|, @I thbIEES#Tcache IRIFT
> RISC-V: LlcachefL2cacher]UARFIPIPTSHIHESR;

BEIFFEMFET EPIE LSRR
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{EARTURYEEAL

O—A—HZR=A—4#H

OFfE REEEAAEL, Mlab3THaFEHERK!
O E AN RESI D R TEESH "IHEEER"
OE 75 SIFHIARI LRI

OALinuER NS EFHTTIRIREE
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FHAS 1S

O K2R

ONAZORFE
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VEE1£3Z: Host Code Reuse

Binary
Gudst  Translation

Code Cache

X Mgaved Guest Codg
' Embedded System and Information Security Lab S A
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Reusing Host Binary Code

Initial State

OReuse after verification
» Comparing the saved vs. new

guest code

O A new state of host binary code

Successful Verification
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ABA|r]ex
Thread 1 calls method POP that reads Thread j alse does POP by doing Top.CAS(A, B).
Top(pointer to A) and saves After that Thread j calls PUSH with argument D
Top_ next(pointer to B). Thread 1 gets by doing Top.CAS(B, D) and PUSH with A by
preemted before doing Top.CAS(A, B). doing Top.CAS(D, A).
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ABA|r]ex
Thread 1 calls method PO! by doing Top.CAS(A, B).
Top(pointer to A) and sav PUSH with argument D

Top next(pointer to B). T~ Thread 1 resumes and complete 1ts 1) and PUSH with A by
preemted before doing To  CAS(A, B), leaving D hanging.
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ABA|R]gR

tryPush:
ldr rl, =p _top @rl = &p top
ldrex r2, [rl] @r2 = p_top
str r2, [re, #4] @re = obj ptr, p_top -> obj ptr->next
strex r2, re, [ri] @store obj ptr -> *&p top
cmp r2, #0 @success?
bne tryPush
mov pc, lr
. Thend
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ABA|alRRRIfER T 3
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1ON=H]

ORMERFER—NEXIRE, LWIRELHER
OASFEENTFEEENMIT, KEPDFEFERFANHE
OEENTFE, NLFXIHRE1S, BEIFEET TEE%
OXT/EERNRIE, FEFYMISTUBHZERIZNT]
OFEMNENEENEX, ERIYS|ISHALIEBUSIRAIRNER

m Embedded System and Information Security Lab



g

2
— 5
- 8 2
o g
> il -
=z s _
=
© mw

>
i e o
T ,pav._m

o)

2

. s

4 &

o090

-

bodoag




