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如何向下⼀代年轻学者介绍 “系统⼈到底在做什么”？

我学操作系统时⽤的 我教操作系统时⽤的 我实际⽇常看的

Gap
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“There is a body of software, in fact, that is responsible for 
making it easy to run programs…”
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但是……

学⽣并不知道什么是程序……
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• 还记得被递归⽀配的恐惧吗？ 

• 那么，如果让你写⼀个⾮递归……呢？

例⼦：The Tower of Hanoi
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• 我们可以 “模拟栈”……但到底模拟什么？我们漏了什么？

程序 = 状态机

n=3; from A, to B, via C

n=2; from B, to C, via A

n=1; from B, to A, via C



• 我们漏掉了 Program Counter！

程序 = 状态机

n=3; from A, to B, via C

n=2; from B, to C, via A

n=1; from B, to A, via C PC

PC

PC



程序 = 状态机

Per-frame program counter

State transitions

状态机：《操作系统》课程中缺失的⼀⻆

Top-most frame PC

C. Ellison, G. Rosu. An executable formal semantics of C with applications. POPL’12. 8



Philosophy 1

Everything is a state machine

9



• 因为电路是状态机……

⼀切都是状态机

%rax, %rbx, … 
%cr0, …

mem[SIZE] 
storage[SIZE]

指令执⾏
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• 状态机的 “容器”

那操作系统呢？

1

2

3 4

1

2’

3 4

普通指令

OS OS
系统调⽤/中断
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废话……

这有什么实在的好处吗？
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Formally, yet informal

fork()
创建状态快照的副本

execve(“a.out”)
将当前状态机 “重置” 成 a.out 描述的初始状态 
推论：可执⾏⽂件 = 状态机初始状态的描述

exit()

将状态机从系统中删除

《操作系统》课程中的对象有了严格的数学表达
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应⽤：调试⼀切

0% 0% 0% 0% 0%

0% 0% 0% 0% 0%

0% 0% 0% 0% 0%

0% 0% 0% 100% 0%

0% 0% 0% 0% 0%

在已部署⼤规模系统中……
UEFI 能够启动镜像，但 

“(initramfs) Unable to find a medium 
containing a live file system”

SO/GPT: ⽆效
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• ⼀切调试⾏为 = 状态机 Trace 上的查询

如果程序是状态机？

A. Quinn, J. Flinn, M. Cafarella, B. Kasikci. Debugging the OmniTable way. OSDI’22.

Error Failure

Fault (bug; hidden)

Profiler: 
状态采样

Sanitizer: 
约束检查

Debugger: 
状态查看
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• 课堂案例：这是为什么？

那编译器是什么？

gcc -O0: sum = 119790390 
gcc -O1: sum = 100000000 
gcc -O2: sum = 200000000
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哦，状态机 → 状态机的 “翻译”

X. Leroy. Formal verification of a realistic compiler. Communications of the ACM, 52(7), 2009.

…

计算 系统调⽤

…

计算 系统调⽤

High-level state machine (C)

Low-level state machine (assembly)

Compiler
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• 任何时候，如果遇到困难 

• 吸⼀⼝⽓，默念：机器永远是对的；回到状态机吧

《操作系统》课教给学⽣什么？

Don’t panic! Computer systems are state machines.
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Philosophy 2

Emulate state machines with executable models
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• 我们当然可以模拟它啦 (所以我们可以模拟任何东⻄)！

状态机是数学对象

操作系统上的应⽤ (模拟系统调⽤)软件/硬件全系统模拟器
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是的，你只需要 50 ⾏代码

⽤ yield 保存状态 (trap)

⽤ send 实现返回
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• Processes, threads, and crash consistency! 

• 哦！我们搞定了 OSTEP 上的案例！

MOSAIC: 10X 代码量

virtualization concurrency persistence
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应⽤：A fork() in the road

A. Baumann, J. Appavoo, O. Krieger, T. Roscoe. A fork() in the road. HotOS’19. 23



应⽤：条件变量

Atomic 
(cannot be interrupted)

cond_wait cond_broadcast

Reacquire mutex 
upon wakeup

Think clean, think rigorous 
“数学严格” 的《操作系统》课程
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Philosophy 3

Enumeration demystifies operating systems
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• 所有的系统调⽤都返回 “所有选择”

⼩⼩的实现 Trick

26



买模拟器，⽩送检查器！
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模型 
(Python 代码)

状态迁移图 
(JSON)

grep

jq

visualization

pipe
MOSAIC



Prove by brute-force, interactively

28
试⼀试：https://jyywiki.cn/OS/2023/build/lect5.ipynb.html

https://jyywiki.cn/OS/2023/build/lect5.ipynb.html


应⽤：Crash Consistency Validation

29Y. Jiang, H. Chen, F. Qin, et al. Crash consistency validation made easy. FSE’16.



于是，我们可以在 OS 课上尽情发挥

C. Cadar, D. Dunbar, D. Engler. KLEE: Unassisted and automatic generation of high-coverage tests for 
complex systems programs. OSDI’08.

…

…

x = 0

 x = 1
y = 0

x = 232 − 1x = 1

 x = X
y = Y

 
 

x = X
y = Y

z = X + Y

x = X

State 
merge

枚举是理解⼀切系统的本质⽅法
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然后我们有了全新的《操作系统》课！
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Everything is a state machine.
MOSAIC model and checker: 

https://github.com/jiangyy/mosaic 
课程资料: 

https://jyywiki.cn/OS/2023/

《操作系统》教学中缺失的⼀⻆


