Who goes first? detecting go concurrency bugs via message reordering
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1 // go parent()

2 func parent() { // parent goroutine

3 . // initialize object daemon

4 ch, errCh := daemon.discoveryWatcher.Watch()
5 select {

6 case <- Fire(1 * time.Second):

7 Log("Timeout!")

8 case e := <-ch:

9 if !reflect.DeepEqual (e, expected) {
10 Log("Unexpected!")

11 }

12 case e := <-errcCh:

13 Log("Error!")

14 }

15 return

16 }

17 func (s *Discovery) Watch() (chan discovery.Entries, chan error) {
18 - ch := make(chan discovery.Entries)

19 - errCh := make(chan error)

20 + ch := make(chan discovery.Entries, 1)
21 + errCh := make(chan error, 1)

22 go func() { // child goroutine

23 entries, err := s.fetch()

24 if err !=nil {

25 errCh <- err

26 } else {

27 ch <- entries

28 T ...

29 30

30 return ch, errCh

31}
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1 switch FetchOrder(..) {
2 case 0:
3 select {
4 case <- Fire(l * time.Second):
5 Log (“Timeout!”)
6 case <- time.After(T):
7-16 sasess.
17 }
18 case 1l:
19 select {
20 case e := <~ ch:
2123 s 5) select {
24 case <- time.After(T): 6) case <- Fire(l * time.Second):
25-34 s 7) Log (“Timeout! ")
35 } 8) case e := <- ch:
36 case 2: 9-11) ..
37 select { 12) case e := <- errCh:
38 case e := <- errCh: 13)  Log(“Error!”)
39 Log(“Error!”) 14) }
40 case <- time.After(T):
41-50 as
51 }
52 default:
53-62 Giass
63 }
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Table 1: Runtime Information as Feedback. The interesting criteria determine whether we keep the current order for future
mutations.

Information Semantics Interesting Criteria Identifier

CountChOpPair  # execs of each pair of channel operations new pair / counter heavily changes (I.Dprgy?up 1)@ IDcur op
CreateCh distinct channels created new distinct channel created ID of channel-create instruction
CloseCh distinct channels closed new distinct channel closed ID of channel-create instruction
NotCloseCh distinct channels remaining open new distinct channel not closed ID of channel-create instruction
MaxChBufFull maximum fullness of each buffered channel  new maximum fullness ID of channel-create instruction
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Algorithm 1 Blocking Bug Detection

Require: goroutine (g) and channel (c) /* g blocks on ¢ */
1: function (g, c)
2: VisitedPrimget, VisitedGoger «— {c}, {}

3: Goyisy «— stPInfopmap [c].getGos()
4: while Goyg, is not empty do
5: go < Goyst.pop_front()
6: if not stGolnfop,ap[go].blocking then
7: return False, {}
8: end if
9: VisitedGoget.insert(go)
10: for each primitive (p) in stGolnfo,p[go].getPrims() do
11: if p not in VisitedPrimg. then
12: VisitedPrimge;.insert(p)
13: for each goroutine (g) in stPInfoy,,[p].getGos() do
14: Gojist-append(g’)
15: end for
16: end if
17: end for
18: end while
19: return True, VisitedGoget

20: end function
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Table 2: Benchmarks and Evaluation Results. LoC means lines of source code; and test denotes numbers of unit tests used in our
experiments. In the “Detected New Bugs” columns, subscript b denotes blocking bugs; NBK represents non-blocking bugs; “-” means
zero bugs; and GFuzz; represents bugs detected in the first three fuzzing hours. The “Overhead;” column shows the overhead of
the sanitizer and “/” means not applicable.

Benchmark Info. Detected New Bugs

App Star LoC Test chan; select; range; NBK Total GFuzz; GCatch Overhead;
Kubernetes 74K 3453K 3176 28 4 9 2 43 18 3 36.75%
Docker 60K 1105K 1227 17 2 - - 19 5 4 44.53%
Prometheus 35K 1186K 570 14 - 1 3 18 8 - 18.08%
eted 35K 181K 452 7 12 - 1 20 7 5 14.43%
Go-Ethereum 28K 368K 1622 11 43 6 2 62 40 5 75.18%
TiDB 27K 476K 264 N = - = - = . 17.65%
gRPC 13K 117K 888 15 - 1 6 22 7 8 20.00%
Total 272K 6887K 8199 92 61 17 14 184 85 25
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